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 Pro hac vice


 admission to be sought.


  Attorneys for Plaintiff and the Putative Classes 


IN THE UNITED STATES DISTRICT COURT FOR THE NORTHERN DISTRICT OF CALIFORNIA SAN FRANCISCO DIVISION 


WILFORD RANEY, individually and on  behalf of all others similarly situated, 


 Plaintiff 


, v. TWITTER, INC., a Delaware corporation, 


 Defendant 


. Case No.: 


CLASS ACTION COMPLAINT FOR: (1)


 


Violations of the Electronic Communications Privacy Act, 18 U.S.C. §§ 2510 


et seq.


; and


 


(2)


 


Violations of the California Invasion of Privacy Act, Cal. Pen. Code §§ 630 


et seq


. DEMAND FOR JURY TRIAL 


Case3:15-cv-04191 Document1 Filed09/14/15 Page1 of 22
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 Plaintiff Wilford Raney brings this Class Action Complaint and Demand for Jury Trial against Defendant Twitter, Inc., to stop its practice of systematically intercepting, reading, and altering the private messages of its users without their knowledge or consent. Plaintiff alleges as follows upon personal knowledge as to himself and his own acts and experiences and, as to all other matters, upon information and belief, including investigation conducted by his attorneys. 


NATURE OF THE ACTION 


1.


 


Twitter, a popular social network, is best known for its short, public, 140-character messages called “tweets.” Twitter users “follow” and are “followed” by other Twitter users, and write, read, and share tweets about politics, pop culture, sports, and more. 2.


 


Twitter also operates a purportedly private (and non-public) “Direct Message” service. Twitter represents that its users can “talk privately” through these Direct Messages, which “can only be seen between the people included.”


1


 


3.


 


In reality, and despite these representations, Twitter surreptitiously eavesdrops on its users’ private Direct Message communications. As soon as a user sends a Direct Message, Twitter intercepts, reads, and, at times, even alters the message. For example, should a user write a Direct Message and include a hyperlink (


i.e.


, a link to a website such as www.nytimes.com), Twitter’s algorithms will read through the Direct Message, identify the hyperlink, and replace it with its own custom link, thereby sending the person clicking on the link to Twitter’s analytics servers before passing them on to the original linked-to website. 4.


 


Twitter benefits immensely from replacing user hyperlinks with its own. For instance, Twitter increases its perceived value to third-party websites and would-be advertisers. That is, in the example given, the


 New York Times


 would identify Twitter as the source of internet traffic, whereas without replacing the link the source would be anonymous. The end result is that Twitter can negotiate better advertising rates. 5.


 


But while Twitter reads the contents of its users’ private Direct Messages, 


1


 


 About Direct Messages


, about.twitter.com/directmessages (last visited Sept. 4, 2015). 
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 Twitter never obtains (or even seeks) its users’ consent. As such, and as a result of Twitter’s unlawful and continuing privacy violations, Plaintiff brings suit individually and on behalf of all others similarly situated to enjoin Twitter’s unlawful conduct and to seek redress and statutory damages under the Electronic Communications Privacy Act, 18 U.S.C. §§ 2510 


et  seq


. (the “ECPA”), and the California Invasion of Privacy Act, California Penal Code §§ 630 


et seq


. (“CIPA”). 


PARTIES


 6.


 


Plaintiff Wilford Raney is a natural person and citizen and resident of the State of Texas. 7.


 


Defendant Twitter, Inc., is a citizen and corporation incorporated in and existing under the laws of the State of Delaware, with its principal place of business located at 1355 Market Street, Suite 900, San Francisco, California 94103. Twitter does business throughout this District, the State of California, and the United States. 


JURISDICTION AND VENUE


 8.


 


This Court has subject matter jurisdiction under 28 U.S.C. § 1331 because this action arises under the ECPA, a federal statute. This Court also has diversity jurisdiction over this action pursuant to 28 U.S.C. § 1332(d)(2) because (a) at least one member of each of the  putative Classes is a citizen of a state different from Defendant, (b) the amount in controversy exceeds $5,000,000, exclusive of interest and costs, and (c) none of the exceptions under the subsection apply to this action. 9.


 


This Court has personal jurisdiction over Defendant because it is headquartered in this District, conducts significant business in this District, and the unlawful conduct alleged in this Complaint occurred in and emanated from this District. 10.


 


Venue is proper in this District under 28 U.S.C. § 1391(b) because Defendant maintains its headquarters and principal place of business in this District and a substantial  part of the events giving rise to Plaintiff’s Complaint occurred in this District. Venue is also  proper in this District because Defendant’s Twitter Terms of Service state that “[a]ll claims, legal proceedings or litigation arising in connection with the Services will be brought solely 
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